
Cyber Incident Preparedness for Healthcare

What is Ransomware?

Ransomware is malware that locks your organization’s data and prevents you from accessing it 
until you pay a ransom. The most common way cyber criminals carry out a ransomware attack is 
by including malicious links in emails. 

1 Kaspersky Lab o�cial blog article, “Ransomware’s History and 
Evolution in Facts and Figures”, released June 3, 2016 (accessed 
January 27, 2017)

2 CryptoniteNXT Healthcare Cyber Research Report for 2017

Why is Ransomware Growing?

From 2016 to 2017, the number of reported 
healthcare security incidents attributed to 
ransomware went up 89 percent.2 Ransomware is 
profitable because it’s cheap and easy to deploy in 
large quantities; it’s also hard to find the criminals 
that deploy it so there is a low risk of getting 
caught. The ransom is usually demanded in Bitcoin 
because of the pseudo-anonymous nature of this 
cryptocurrency and the di�culty associated with 
tracking and identifying the recipient of the 
Bitcoin payment.

Why are Healthcare Organizations Targeted?

Attackers know that healthcare organizations have 
mission critical information (e.g. patient information) 
and without immediate access to it, delivery of 
essential healthcare services stops, and patients 
su�er. Simply put, attackers use ransomware to prey 
on a healthcare organization’s urgent need to access 
patient data including prescriptions and other critical 
medical information required to perform vital 
treatment and services.

In January 2018, Allscripts, the electronic health 
record vendor, had its data systems shut down by a 
ransomware attack which prevented its clients from 
accessing patient records and transacting  business 
including the ability to prescribe medications. Within 
one week after the initial shut down, Allscripts was 
sued in a class action lawsuit for allegedly failing to 
secure and audit its systems against cyberattacks 
causing its clients to sustain significant business 
interruption, lost revenues and expenses to mitigate 
the disruption.
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Recent Healthcare Examples:
There are about 4,000 ransomware attacks a day since 2016!
Examples include:

• A surgery center was hit with a ransomware attack that may have exposed the personal   
   information of nearly 128,000 patients and prevented access to all electronic data gathered  
   from these patients;

• A health care network that runs various hospitals, physician offices, and community facilities was  
   a victim of the NotPetya ransomware attack; and
 
• Forty-eight (48) U.K. medical facilities were infected by WannaCry ransomware. 

In 2017, OCR published a checklist of steps that healthcare 
organizations should take after a cybersecurity incident occurs. 
https://www.hhs.gov/sites/default/files/cyber-attack-checklist-06-
2017.pdf

How to Protect Your Organization

TRAINING: Most ransomware is delivered 
through phishing emails. Train your 
employees on how to recognize phishing 
emails and not to click on suspicious 
links or email attachments without 
verification.

BACKUPS: Having up-to-date and easily 
accessible backups are a great defense 
to a ransomware attack.

PATCHING: Make sure your 
organization’s software is up to date and 
establish a patching program to ensure 
this.

BLOCKING: Implement anti-virus 
software that keeps phishing emails out 
of your employees’ email.

PLAN: Develop and implement an 
incident response plan that anticipates a 
potential ransomware infection. Make 
sure to test it on a regular basis!

U.S. Department of Health & Human 
Services (HHS) and Ransomware

A ransomware attack on a healthcare 
organization may be a reportable breach 
under the HIPAA Breach Notification Rule. 
The answer depends on the outcome of a 
four-factor analysis. For this analysis and 
other important ransomware information, 
HHS has developed guidance to help 
covered entities and business associates 
better understand and respond to the threat 
of ransomware. 
https://www.hhs.gov/sites/default/files/Rans
omwareFactSheet.pdf
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