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1. Ransomware attacks

Ransomware is a type of malware that denies a company’s 

access into its systems and demands payment for access to be 

regained. Payment is typically demanded by hackers through 

cryptocurrency, a credit card payment or untraceable gift cards. 

Although many companies are forced to pay the ransom in the 

hopes to minimize businesses losses, paying the ransom does 

not guarantee that they will regain access. In fact, paying up 

may even make that company a target of future attacks, as 

cybercriminals often share details on the dark web about 

companies that pay ransoms. 

Ransomware enters a company’s system in a variety of ways, 

but the most common is through target emails. These 

messages include a link to a malicious website, and when the 

user opens the infected attachment, ransomware contaminates 

the victim’s computer and quickly multiplies throughout the 

network — crippling operations.

2. COVID-19-related threats

The recent COVID-19 crisis brought on a “cyber pandemic,” as 

criminals discovered new ways to take advantage of 

vulnerabilities and gain access to systems. From ransomware 

to data breaches to unemployment fraud, COVID-19 has 

accelerated existing challenges and unleashed an entirely new 

set of obstacles in the insurance space.

In a survey conducted by CrowdStrike, it was found that 72% 

of companies are more worried about ransomware attacks as a 

result of COVID-19. Specific types of organizations have been 

targeted during the pandemic, including those in the healthcare 

industry. Increased attacks have also been experienced in the 

industrial and engineering sector, technology industry, and retail 

space. Data extraction tactics were widely used in these 

industries as hackers held onto their customer data, website or 

system as hostage until the companies met demands for 

payment. North American companies are notably more likely to 

be targets of these attacks, experiencing 117% more attacks 

than Europe. 

Cybercriminals are no longer targeting only major companies with deep pockets — 

they are also going after small and medium-sized businesses. Nearly half (43%) of 

cyberattacks are aimed at small businesses, yet only 14% of these businesses are 

prepared to defend themselves. As criminals develop more awareness around security 

flaws, they are becoming increasingly sophisticated in their attacks, and without the 

proper infrastructure in place, organizations are left vulnerable. 

We found that some insureds we underwrite with up to $10 million in annual revenue 

are experiencing multimillion-dollar losses due to ransomware attacks – and many are 

seeing these types of losses on a monthly basis. The number of cyberattacks taking 

place every year is surging, and organizations need to take adequate precautions to 

prevent these attacks before they su�er irreversible harm.

Ransomware is a major threat for companies of all sizes. Last year 63% of 

CrowdStrike’s cases were ransomware claims, a considerable increase from a 

typical year.  The company is also seeing various attacks using email as an entry 

point. In these attacks, the hacker will send an email to employees with fake 

information to lure the user into clicking a link. Once the link is clicked, the bad 

actor can deploy ransomware into their system in an e�ort for monetary gain. 

Hackers have devised new and innovative ways to gain access to networks, detect 

open remote desktop protocol (RDP) ports, and uncover opportunities to launch 

attacks. Many companies have adopted cloud applications to support remote work, 

and these cybercriminals are targeting this infrastructure as well. 

The following threats were noted by CrowdStrike as a main concern for 2021. 

Myth: Ransomware only targets large companies.

Organizations of all sizes can be the target of ransomware, and 
ransomware is frequently aimed at small and medium-sized organizations. 
An SMB can be used as a vector to attack a larger parent organization or 
the supply chain of a large target.  

Concerning Threats in 2021

Small Business Reality
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Of cyberattacks
target small
businesses

43%
Of small
businesses
are prepared

14%

https://www.cnbc.com/2019/10/13/cyberattacks-cost-small-companies-200k-putting-many-out-of-business.html
https://www.crowdstrike.com/resources/reports/global-attitude-survey-2020/
https://www.crowdstrike.com/cybersecurity-101/ransomware/
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3. Accessing open RDP ports

Hackers are developing new ways to get access to networks by 

detecting open RDP ports. RDP ports enable employees working 

away from their physical o�ce to access computers and stay 

connected through remote work. This connection method has 

become more commonplace and is essential for many 

businesses, but open RDP ports can leave vulnerable pathways 

that allow hackers to cause irreversible system damage. 

Open RDP ports allow a pathway for ransomware to be deployed 

in an e�ort to encrypt critical data within a system. If a criminal is 

able to dig deeper within the system, they oftentimes corrupt 

backups of all files, leaving the company with no alternative but to 

pay the ransom in order to access their systems and data and 

reduce the amount of downtime for their business. 

Our estimates suggest that about 60% of all of our ransomware 

attacks last year originated from open RDP ports. Entering an RDP 

port oftentimes solely requires that the cybercriminal uncovers a 

set of login credentials. Actors steal these login credentials on 

their own or purchase them on the dark web.

Many cybercriminals are also gaining access to critical data within 

systems through the cloud. Organizations have adopted cloud 

applications, and especially during the pandemic to enable remote 

working, and criminals quickly found ways to exploit weaknesses.
5) Cybersecurity breaches are covered by my general liability 

insurance. Most standard liability insurance policies don’t cover 

these types of threats. Speak with your insurance broker to 

understand the coverages available.

1) My data isn’t valuable enough. All organizations have valuable 

data that is worth protecting, and cybercriminals are targeting SMBs. 

2) I’ll know whether my organization has been breached. 

Cybercriminals are talented at covering their tracks. And the longer 

they stay inside your system, the more damage they will do. 

3) Cybersecurity is a technology issue. Cybersecurity is the 

responsibility of every part of the organization, not just the IT 

department. 

4) Outsourcing to a vendor ensures that we’re safe. There are 

many cases of MSPs being targeted, so it’s critical to ensure that any 

partners you work with have robust cybersecurity measures in place. 

Should You Pay the 
Ransom?

The FBI doesn’t support paying 

cybercriminals the requested 

ransom because doing so 

encourages the business model. 

Additionally, adversaries may 

publicize that information on the dark web — making you a 

future target. Less than half of ransomware victims that pay 

the ransom are able to successfully restore their systems. 

Mind Your Ports

Ransomware attacks
originated
from open RDP ports.

Additionally, criminals are creating targeted attacks to managed 

service providers (MSPs), which are companies that manage a 

customer’s IT infrastructure or other systems. Hackers targeting 

MSPs use unauthorized access to deploy ransomware attacks on 

multiple client environments, leading to an aggravated event from 

one compromised system. 

TOP 5
Cybersecurity Misconceptions

https://www.tmhcc.com/en-us/-/media/TMHCC/Cyber-and-Professional-Lines-Group/Tech-and-Cyber/TMHCC_Cyber_Risk_Guide2020_CSDDs_hyperlink.pdf
https://www.crowdstrike.com/cybersecurity-101/ransomware/


Strategies to protect against threats 

Cyber threats have existed and escalated over the past few years.  Many organizations  “duct-taped” 

solutions together in an e�ort to keep up, but they are seeing the fall out of those improvised remedies. 

Several layers of a proper defensive strategy have shown themselves to be indispensable. Multifactor 

authentication, for example, is a powerful tool that helps prevent potentially detrimental cyberattacks. As a 

leader in providing cyberattack prevention, CrowdStrike has found that multifactor authentication could have 

prevented, or slowed down, a large number of bad actors. Implementing multifactor authentication as a 

safety measure is crucial and may even save a business from a destructive cyber incident.

Practices recommended to protect against threats include the following:

•  Build a stronger backup strategy. The 

configuration of backups is critical. Attackers are 

likely to delete backups prior to deploying 

ransomware to increase the odds that you will pay. 

Oftentimes backup strategies are designed to 

protect against hardware failure, but they weren’t 

designed to protect against hacker infiltration. Up 

to 40% of our ransomware claims have a�ected 

backups. Purchase a backup solution that uses a 

separate non-domain account with multifactor 

authentication. Retain multiple copies of data and 

keep one o� site. Closely monitor your backup 

solution for suspicious activity and data exfiltration. 

•  Use multifactor authentication. Improve your 

security posture by requiring a multifactor 

authentication on all public-facing employee 

service protocols. Also, restrict internet-facing 

protocols, such as RDP and Server Message Block, 

to help prevent unauthorized access to your 

environment. 

•  Implement a stronger endpoint solution. Use 

advanced endpoint protection across your network. 

These solutions should use machine learning to 

spot potential challenges in addition to conducting 

antimalware and antiviral activities in real time. The 

solution should be capable of detecting and 

preventing unknown threats and detecting 

unmanaged assets within the corporate 

environment. 

Evolving cyberthreats — what to expect? 

As cyberattacks become more malignant, attackers will become more audacious about deleting your backups, stealing organizational data and going 

after the individuals who make substantial financial decisions. Backups will also get hit harder as hackers deploy more complex attacks. Existing 

backup strategies are typically designed to protect against hardware failure but not against hacker infiltration, and criminals will take advantage of 

their weaknesses. 

Additionally, attacks will get more destructive. We’ll see a shift to more 

cyberattacks that aren’t just about stealing important data but are also 

focused on causing catastrophic events. Also, hackers will likely 

automate their attacks. Hackers write code to target specific types of 

weaknesses, and they want to attack before a company has an 

opportunity to create a patch. They call this a “zero-day exploit.” This 

automation will take advantage of weaknesses at “zero day” and do 

so at scale.  This software quickly takes advantage of vulnerabilities in 

a system causing menacing behavior and damage. A patch can fix 

these issues, but developing the solution takes time. While a company 

is furiously working on a patch, malware is stealing data and allowing 

cybercriminals to take unauthorized control of your systems. Files are 

corrupted and sensitive data can be stolen within a short period of 

time. As a result, the patching process will need to happen quickly to 

combat automated threats. 

Attack frequency will also continue to increase. In the past, major 

attacks hit the headlines every six months or so, but now it’s every 

couple of months, and this trend is not likely to ease up. For 

example, Carbon Spider is a threat continuing into 2021 and is 

backed by a group of highly skilled cybercriminals who target the 

hospitality and retail industries, looking for payment card data. 

Recently, part of this group has split o� to focus on the financial 

sector. The organization has launched a ransomware as a service 

•  Test your response plans. Whether it’s your 

instant response plan or restoring from a backup 

plan, test, test and test some more. It is critical 

that your plan is well established, as you do not 

want the first test to be on a Sunday morning 

when you get hit by ransomware. 

•  Invest in education. There is still a lack of 

awareness about the magnitude of potential 

cybersecurity threats within organizations. Educate 

sta� at every level of the organization. 

•  Ask for help when needed. Companies may 

become aware of a threat or suspicious activity 

within their environment but lack the expertise or 

visibility to address the challenge. Getting 

educated about the latest threats and knowing 

when it is necessary to ask for help will enable 

detection and remediation before the threat can 

deploy and steal or encrypt data from the 

environment. 

Up to 40% of our ransomware
claims have a�ected backups

(RaaS) a�liate program to expand its operations, leaving many to 

worry about their new vulnerability. Another notable example is 

Cobalt Spider, which is a group of criminals responsible for 

cybercrime all over the world. The group oftentimes targets financial 

institutions, installing a custom backdoor and modernizing their 

crimes by conducting ATM cash-outs. 

These types of threats will continue to increase over the next year 

and possibly bring about new ways for cybercriminals to exploit 

businesses across the globe. Remaining vigilant with your security 

posture and employing the right partners can help prevent attacks 

from happening. 
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Tokio Marine HCC is the marketing name used to describe the a�liated companies under the common ownership of HCC Insurance Holdings, Inc., a Delaware-incorporated 

insurance holding company.  Headquartered in Houston, Texas, Tokio Marine HCC is a leading specialty insurance group with o�ces in the United States, the United Kingdom 

and Continental Europe.

Cybercriminals are developing more sophisticated attacks as they
grow more brazen and exploit infrastructure vulnerabilities. 

Be cyber ready 

In the future, attackers are only going to get more brazen. Ransomware criminals are actors who want to get paid, leading us to 

believe they’re going to get even bolder about deleting backups and stealing organizational data that matters most to those who make 

the decision to pay.  

With threats moving at a faster and even automated pace, speed will be critical for organizations attempting to stay ahead of 

criminals. Companies need to develop strategies, and then frequently and rigorously test those strategies, so that they will be ready 

when cybercriminals target their organization. To learn more about cyber liability insurance and services o�ered by Tokio Marine HCC 

- Cyber & Professional Lines Group, as well as our partnership with CrowdStrike, go to tmhcc.com/cyber 
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